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1. 10 https://ai.burncloud.com
2. [I11 https://b.burncloud.com
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??7?9?[?7

? ??777

e 1111 (I

« HTTP ] [J POST

e [T] [ /api/user/register

e [I11] (1]

e 1111 (T

const response = await fetch('/api/user/register', {
method: 'POST',
headers: {
‘Content-Type': 'application/json'
b
body: JSON.stringify({
username: "newuser",
password: "passwordl23",

email: "user@example.com",



verification code: "123456",
aff code: "INVITE123"
}
3

const data = await response.json();

"success": true,

"message”: "00O00D"

}
? 2299777
{
"success": false,
"message”: "[0000000CO0"
}
P P?7?7°7
e username [[I11] : [T
e password [T1T] 010
» email [T111] r U
e verification_code [I]]T] s (IO
o aff_code [T11T]  [IIT1T
27?77

e HTTP [I] [J POST
e [T [ /api/user/login

e (1111 [IT]
e (1111 (T 2FA[]
2 29777

const response = await fetch('/api/user/login', {

method: 'POST',
headers: {
'Content-Type': 'application/json'
b
body: JSON.stringify({



username: "testuser",
password: "passwordl23"
})
});

const data = await response.json();

"success": true,

"message": "[JO00O0O",

"data": {
"token": "user access token",
"user": {
"id": 1,
"username": "testuser",
"role": 1,

"quota": 1000000

"success": true,

"message": "[00000C0CO",
"data": {

"require 2fa": true

"success": false,

"message”: "[000000COC"

e username []]]] : [T



e password [111] 111
e require_2fa [T]T] s I

Epay ?7?7?

e [II1] [0 Epay [II11

e HTTP [[] [ GET

e [I] [0 /api/user/epay/notify
e (111 [

o [IIT] T

// 00000000000000000DOO
// OOURL: /api/user/epay/notify?trade no=USR1IN0123456&money=10.00&trade status=TRADE_SUCCESS

"success": true,

||messageu : "DDDD"

}
? 2777777
{
"success": false,
"message": "000000000"
}
P P???7?

trade_no [TT1T] s 110
money [T1]T] 10
trade_status 11111 111
sign 11111 110
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e [1111 (LLITTT]

e HTTP [IJ [ GET

e [I1 [ /api/user/groups

e [I11I (1]

e [I1T] ERRNNNNRRENNRRRRNNNNNR]




const response = await fetch('/api/user/groups', {

method: 'GET

headers: {

"Content-Type':

}
});

const data = await response.json();

1
’

2 2297777
{
"success": true,
"message": "",
"data": {
"default": {
"ratio": 1.0,
"desc": "0OOo0"
I
"vip": {
"ratio": 0.8,
"desc": "VIPOO"
b
"auto": {
"ratio": "OO",
"desc": "000000O0"
}
}
}
2 2297777
{
"success": false,
"message": "00000000"
}
2 222272
o data [T1T] iinnng
o [J I : (111

o ratio [IT]

/mn o

'application/json'
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o desc [T111] ' [0
? 27077
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e [I111 (11T]

e HTTP [I] [ GET

e [[1 [ /api/user/logout
e 1111 (1]

e [I1T1 (T

const response = await fetch('/api/user/logout', {
method: 'GET',
headers: {
'Content-Type': 'application/json',
"Authorization': 'Bearer your user token',
'New-Api-User': 'Bearer your_user_id'
}
3

const data = await response.json();

"success": true,

||message||: nn

"success": false,

"message": "000000"



P0?7077

? P77

PPV ?77?7

e HTTP [I1 [0 GET

e [[] [] /api/user/self/groups

o I [

o ID I

const response = await fetch('/api/user/self/groups', {
method: 'GET',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your_user_ token',
'New-Api-User': 'Bearer your user_id'
}
1)

const data = await response.json();

? 2?70°77?7
{
"success": true,
"message": "",
"data": {
"default": {

"ratio": 1.0,

“desc": "[0000"
}
"vip": {
"ratio": 0.8,
"desc": "VIPOO"
I
"auto": {

||r.a.tio||: |||:"]||’



“desc": "[0000000"

"success": false,

"message": "[J0000000"

 data [I17J s I group.go[] 25-48
o [1 [T 11
o ratio [TT] /100 : {110 ‘0 "0IIIIm
o desc 11111 11
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e 1111 (IITT1T]

e HTTP [[] [ GET

o [I] [] /api/user/self

e 1111 (1

e (1111 (T

const response = await fetch('/api/user/self', {
method: 'GET',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your_user_ token',
'New-Api-User': 'Bearer your user id'
}
3

const data = await response.json();

"success": true,

"message": ||||’



"data": {

"id": 1,

"username": "testuser",
"display name": "Test User",
"role": 1,

“status": 1,

"email": "user@example.com",

"group": "default",
"quota": 1000000,
"used quota": 50000,
"request count": 100,
"aff code": "ABC123",
"aff count": 5,
"aff quota": 10000,
"aff history quota": 50000,
"inviter id": 0,
"linux _do id": "",
"setting": "{}",
"stripe customer": "",
"sidebar modules": "{\"chat\":{\"enabled\":true}}",
"permissions": {

"can view logs": true,

"can_manage tokens": true

}
}
}
? 2777777
{
"success": false,
"message": "[J0000000"
}
P PVV?7?

id [TTTJ [ ID

username [[[]T] IO
display name [I]1T] ' [111
role [T1T1] 1111 1=[11111 10=[111] 100=Root [T]
status [I]T] s [T1110 1=[TT] 2=[1]
email [TT11] 10




e group [[]I1] [

quota [111] 00

e used_quota [I]T] I

e request_count [T1T1] 10

o aff_code 11111 11

o aff_count [I]T] 010

e aff_quota [T1T] (1110

o aff_history quota [T]T] : 0111
e inviter_id [T1T] 10 ID

e linux_do_id [TT1T] : LinuxDo [T] ID

e setting [T11T] 11 JSON (1T

e stripe_customer [I]1T] : Stripe[I] ID

e sidebar_modules [I]]T] : [III10 JSON [1T]

e permissions [T]T] s 1110

PP0?77777

o [[IT] (I
« HTTP [ [ GET
e [I]1 [] /api/user/models

MM OO
e I [T Al [TTT]
2 27777

const response = await fetch('/api/user/models', {
method: 'GET',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your_user token',
'New-Api-User': 'Bearer your_user_id'
}
3

const data = await response.json();

"success": true,

"message": "",

"data": [
"gpt-3.5-turbo",
"gpt-4",

"claude-3-sonnet",



"claude-3-haiku"

"success": false,

"message": "[0000000"

 data [T11] s (LT

07777

e [IIT] ITTTT]

e« HTTP ] [J PUT

e [I1 [1 /api/user/self

e (111 [0

e [1T0 (T

const response = await fetch('/api/user/self', {
method: 'PUT',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your user token',
'New-Api-User': 'Bearer your user_id'
b
body: JSON.stringify({
display name: "New Display Name",
email: "newemail@example.com"
})
3

const data = await response.json();

const response = await fetch('/api/user/self', {

method: 'PUT',



headers: {
'Content-Type': 'application/json',
"Authorization': 'Bearer your user token',
'New-Api-User': 'Bearer your user id'
b
body: JSON.stringify({
sidebar modules: JSON.stringify({
chat: { enabled: true, playground: true },

console: { enabled: true, token: true }

const data = await response.json();

"success": true,

"message": "[J000"

"success": false,

"message": IIDDDDDII

o display_name [IT1T] : (110
» email [I111] : 110
e password 1111 : 1

e sidebar_modules [TT1T] s [IIT10 JSON [TT110
?7?7?7?
e [I11I (IIIT]

e HTTP [[] [J DELETE

e [T1 [] /api/user/self

e (111 [IT]

e [I1T] LLITTTTITT Root [TTT1T]




const response = await fetch('/api/user/self', {
method: 'DELETE',
headers: {
‘Content-Type': 'application/json',
'Authorization': 'Bearer your_user_ token',
'New-Api-User': 'Bearer your user id'
}
1)

const data = await response.json();

P ?0707?7°7?7°
{
"success": true,
"message": ""
}
P ?00?7°7?7
{
"success": false,
"message": "[00000000CCO"
}
P 07777
e [ITIT]
?27?27?7?7?7? Access Token
e [TIT] M0 Access Token

e HTTP [ [ GET
e [T] [ /api/user/token

e 1111 [0
e (110 (T API 1]
2 29777

const response = await fetch('/api/user/token', {
method: 'GET',
headers: {
"Content-Type': 'application/json',

"Authorization': 'Bearer your user token',



'New-Api-User': 'Bearer your_user_id'
}
1)

const data = await response.json();

"success": true,
Ilmessagell: IIII’

"data": "<YOUR API KEY>"

}
? 2777777
{
"success": false,
"message": "[00000"
}
P V??7?

o [IIT] I

e HTTP [ [ GET

e [I] [ /api/user/aff

e 1111 [

e [1T0 HERRRNNNRRRRNNNRNRENNN

const response = await fetch('/api/user/aff', {
method: 'GET',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your user token',
"New-Api-User': 'Bearer your user_id'
}
3

const data = await response.json();



{
"success": true,
Ilmessagell: IIII’
"data": "ABC123"
}
? 2777777
{
"success": false,
"message": "0000000"
}
P P??7?7?
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e 1111 (11T

e HTTP [[] [ POST

e [T1 [ /api/user/topup
e 1111 (1

e (1111 (LTI

const response = await fetch('/api/user/topup', {
method: 'POST',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your_user_ token',
'New-Api-User': 'Bearer your user id'
b
body: JSON.stringify({
key: "REDEEM123456"
})
3

const data = await response.json();

4 (111111



"success": true,

Ilmessagell: IIDDDDII’
"data": 100000

}
? 2277777
{
"success": false,
"message": "[O00000000"
}
P P??7?7?

* key [T11T] » (10
e data [IT1]  : [JTTTTIITIIT]

D077

e [IT0 (ITTTTT]
e« HTTP [[] [J POST

e [[1 [J /api/user/pay
e [[I1] (1]
e [IT0 (ITITITTTTTIITTTT

const response = await fetch('/api/user/pay', {
method: 'POST',
headers: {
‘Content-Type': 'application/json',
"Authorization': 'Bearer your_user_ token',
'New-Api-User': 'Bearer your user id'
b
body: JSON.stringify({
amount: 10000,
payment method: "alipay",
top_up_code: ""
})
1)

const data = await response.json();



{
"success": true,
"message": "success",
"data": {
"pid": "12345",
"type": "alipay",
"out _trade no": "USRINO0123456",
"notify url": "https://example.com/notify",
"return_url": "https://example.com/return",
“name": "TUC10000",
"money": "10.00",
"sign": "abcl23def456"
b
"url": "https://pay.example.com/submit"
}
? 2?70?°77?7
{

"success": false,

"message": "[J0000OOO lee0"

}

? P77
e amount []]] SiliIInnnnnnnnnng topup.go[] 133-136
o payment_method [T11T] ' [IIII1 "alipay"[] "wxpay"[]

e top_up_code [TT1T] 111110
e data [MT11 : 1M
e url (IT1T] : 1T

2777

e 1111 (T11T]

e HTTP [I] [] POST

e [[1 O /api/user/amount

e [I11] (1]

e 1111 (T



const response = await fetch('/api/user/amount', {
method: 'POST',
headers: {
‘Content-Type': 'application/json',
'Authorization': 'Bearer your_user_ token',
'New-Api-User': 'Bearer your user id'
b
body: JSON.stringify({
amount: 10000,
top _up code: ""
})
1)

const data = await response.json();

P P7707?7?7
{
"success": true,
"message": "success",
"data": "10.00"
}
P P77°7°7
{
"success": false,
"message": "[JO0OOOOOO 1ee0"
}
P PV??7?

e amount [[]] s I
e top_up_code [[]]T] : 11
e data [T11T] : I

P77

e [I1T] (TITIT]

« HTTP [J] [ POST

e [[1 [] /api/user/aff transfer
e [I111 (1

e [I11] (ITTITTITTITTI



const response = await fetch('/api/user/aff _transfer', {
method: 'POST',
headers: {
'Content-Type': 'application/json',
"Authorization': 'Bearer your user token',
"New-Api-User': 'Bearer your_user_id'
I
body: JSON.stringify({
quota: 50000
})
3

const data = await response.json();

"success": true,

"message": "[JQJ00"

"success": false,

"message”: "0000000"

e quota [[T1]  : [IITITIITITITITIITITT

D077

e 1111 (TITTT]

« HTTP ] [ PUT

e [I1 [0 /api/user/setting
e [I11] (1]

e 1111 (I IITITITIT]



const response = await fetch('/api/user/setting', {
method: 'PUT',
headers: {
‘Content-Type': 'application/json',
'Authorization': 'Bearer your_user_ token',
'New-Api-User': 'Bearer your user id'
b
body: JSON.stringify({
theme: "dark",
language: "zh-CN",
notifications: {
email: true,

browser: false

1}

const data = await response.json();

"success": true,

"message”: "000000"

}
? 27777°7°7
{
"success": false,
Ilmessagell : IIDDDDDDII
}
? 27777
o [TTTTTITITITIITT JSON 117

P70P?70707?



? 277?777

PPV ?77?

e HTTP [IJ [ GET

e [T1 [] /api/user/

e [I11I (11

e [1111 (LTI T

const response = await fetch('/api/user/?p=1&page size=20"', {
method: 'GET',
headers: {
'Content-Type': 'application/json',
"Authorization': 'Bearer your_admin_ token',
'New-Api-User': 'Bearer your user id'
}
3

const data = await response.json();

? 29772777
{

"success": true,

"message": "",

"data": {

"items": [
{

"id": 1,
"username": "testuser",
"display name": "Test User",
"role": 1,
"status": 1,
"email": "user@example.com",

"group": "default",
"quota": 1000000,
"used quota": 50000,

"request _count": 100



1,
"total": 50,
||page|| . 1’

"page size": 20

}
}
? 29772777
{
"success": false,
"message": "[O0000C0OO"
}
P P???7?

p IO  : IO 1

page_size [I]T] s IIIII10 20
items [I11] (11111

total [T11T7 111

page [111] 11

page_size [I]T] 1110

2777

e 1111 (T11T]

e HTTP [I] [] GET

e [1 O /api/user/search
e [II1] (111

e 1111 (I ITTITTITIT]

const response = await fetch('/api/user/search?keyword=test&group=default&p=1&page size=20"',

{
method: 'GET',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your admin token',
'New-Api-User': 'Bearer your user id'
}
3

const data = await response.json();



"success": true,
"message": "",
"data": {
"items": [
{
"id": 1,
"username": "testuser",
"display name": "Test User",
"role": 1,
"status": 1,
"email": "test@example.com",
"group": "default"
}
1,
"total": 1,
"page": 1,

"page _size": 20

"success": false,

"message”: "[000000"

o keyword [T11T] T
e group [[11T] ¢ [ITIITIT]

e pI0 : IO 1

e page_size [TIT] s IIIII10 20

PPV7??777

e HTTP [I] [ GET
e [I1 [] /api/user/:id
e [IT0 (111



o [IIMI HNRRRRNNNNRRNNNNNRE

const response = await fetch('/api/user/123', {
method: 'GET',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your admin token',
"New-Api-User': 'Bearer your user_ id'
}
)

const data = await response.json();

"success": true,
"message": "",
"data": {
"id": 123,
"username": "targetuser",
"display name": "Target User",
"role": 1,
“status": 1,
"email": "target@example.com",
"group": "default",
"quota": 1000000,
"used quota": 50000,
"request count": 100,
"aff code": "ABC123",

"aff count": 5

"success": false,

"message": "[000000000COOO0OO"




eid[III :[ DOO URL[III
o [IITTTITTTITITITTTIITITITTIT]

2777

e [1111 (LTI

e HTTP (] [J POST

e [I1 [ /api/user/

e [I11I (11

e [T1T] ERRNNRRNRRNNNRNRRNNRRNREEND

const response = await fetch('/api/user/', {
method: 'POST',
headers: {
'Content-Type': 'application/json',
"Authorization': 'Bearer your admin token',
'New-Api-User': 'Bearer your user id'
I
body: JSON.stringify({
username: "newuser",
password: "passwordl23",
display name: "New User",
role: 1
})
3

const data = await response.json();

"success": true,

"message":

"success": false,

"message": "[0000000000COOO0O"



username [[[IT] s 110

password [T]1T] C [I10
display_name [I1T] O
role [T11] s T

o M OO /010
e« HTTP [[J [J POST

e [I] [ /api/user/manage
e (1111 [L1T]
e [(I111 RRRNNRNRNNRNNNNRNERNRNERNEN

const response = await fetch('/api/user/manage', {
method: 'POST',
headers: {

'Content-Type': 'application/json',

"Authorization': 'Bearer your admin token',
'New-Api-User': 'Bearer your_user_id'

b

body: JSON.stringify({
id: 123,

action: "disable"
H
1}

const data = await response.json();

"success": true,

||message||: nn

"success": false,



"message”: "[00000000CO"

e id [T1TJ 10 IDTT]
e action [IT1T] : I
o disable[] 1111
o enable[] 1111
o delete[] [TITI]
o promote[] [TITIITT] Root [TTTIT]
o demote[] [TIITII]

2777

e [111I (LLIT]
e« HTTP [I] [J PUT

e [T1 [ /api/user/
e (1111 (1]
e [T11] (LTI I

const response = await fetch('/api/user/', {
method: 'PUT',
headers: {

'Content-Type': 'application/json',

"Authorization': 'Bearer your admin token',
'New-Api-User': 'Bearer your user id'

I

body: JSON.stringify({
id: 123,

username: "updateduser",
display name: "Updated User",
email: "updated@example.com",
quota: 2000000,
role: 1,
status: 1
}
3

const data = await response.json();



"success": true,

Ilmessagell: nn
}
? ?7707?°777
{

"success": false,

"message": "[0000000C00COOCO00000"

eid[III] : [ DI

username [[11] (11
display_name [IT]T] s [IIII11
email [TT1T] s [TII110
password [T]1T] IO
quota [[11]  : [T

role [T1T] Siliannninnnnnninn
status [T1T] s [T

2777

o [IIT] T1T]

e HTTP [[] [J] DELETE

e [I1 [1 /api/user/:id

e 111 (111

e [1T0 (T

const response = await fetch('/api/user/123', {
method: 'DELETE',
headers: {
"Content-Type': 'application/json',
"Authorization': 'Bearer your_admin_ token',
"New-Api-User': 'Bearer your user_id'
}
1)

const data = await response.json();



"success": true,

||message||: nn

"success": false,

"message": "[0000000C00COO0O00O"
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