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? 27077

GitHub OAuth ??

o [TIT] 0 GitHub OAuth [T]

e HTTP [0 [ GET

e [I] [J /api/oauth/github

« 0 [0

e [T1T] 1] GitHub OAuth [TTTTTIIIIIIIT]

// 000000000000000GitHUb OAuthOOOO0O0

window.location.href =

“https://github.com/login/oauth/authorize?client id=${github client id}&state=${state}&scope=u

ser:email’;

"success": true,
Ilmessagell: IIDDDDII’
"data": {

"token": "user access token",



"user": {
||id||: 1’
"username": "github user",

"display name": "GitHub User",

"email": "user@example.com"
}
}
}
? P07?7°707?7?
{
"success": false,
"message": "[00000000 GitHub O00O00O"
}
? 77?77
e code [T11T] : GitHub OAuth [T111T] GitHub 1111
o state [TT1T] : [0 CSRF 11111 session [TTT1T]

OIDC ?? OAuth ??

Il [0OIDC[ OAuth [T
« HTTP[[] [] GET

e [[] [] /api/oauth/oidc

e (1111 [
e [[I1] 000  OIDC OAuth ITT11T] OpenlID Connect [T1T]
? 277?777

// 00000000000

const url = new URL(auth url);

url.searchParams.set('client id', client id);
url.searchParams.set('redirect uri', “${window.location.origin}/oauth/oidc’);
url.searchParams.set('response type', 'code');

url.searchParams.set('scope', 'openid profile email');
url.searchParams.set('state', state);

window.location.href = url.toString();



"success": true,

"message": "[000",

"data": {
"token": "user_access_token",
"user": {
"id": 1,
"username": "oidc user",
"email": "user@example.com"
}
}
}
? 2?77?0777
{
"success": false,
"message”: "0IDC O0000C0CCOOOCOO"
}
? 2?77?77

e code [TT1T] : OIDC [1T]
o state [IIIT] [ CSRF [I1]

LinuxDo OAuth ??

e (1117 0 LinuxDo OAuth [T]
e« HTTP [I] [J GET
e [[1 [0 /api/oauth/linuxdo

o [IIT] (1]
e [TITI 10 LinuxDo OAuth [TTT1111 LinuxDo [TTT1T]
? ??77°7°7

// 00000000000

window.location.href =
“https://connect.linux.do/oauth2/authorize?response type=code&client id=${linuxdo client id}&s

tate=${state}";



"success": true,

"message": "[000",

"data": {
"token": "user_access_token",
"user": {
"id": 1,
"username": "linuxdo user",
"display name": "LinuxDo User"
}
}
}
? 2?77?0777
{
"success": false,
"message”: "[0000000000"
}
? 2?77?77

code [T11T] : LinuxDo OAuth [TT]
state 11111 : [0 CSRF[IT]

error [[[11] [0 OAuth 111
error_description [T1]T] : [IIII110

el adads

o I O

e HTTP [I1 [0 GET

e [T [ /api/oauth/wechat

e [ [T

o I [ITITITIITTTITITII

const response = await fetch(' /api/oauth/wechat?code=${wechat verification code}", {
method: 'GET',
headers: {

"Content-Type': 'application/json'



1}

const data = await response.json();

"success": true,

"message": "[000",

"data": {
"token": "user_access_ token",
"user": {
"id": 1,
"username": "wechat user",
"wechat id": "wechat openid"
}
}
}
? ?77?7°7°7?7
{

"success": false,

"message": "000000000"

P707?7?°77

e [I1T] LLITTTT]

e HTTP [[] [0 GET

e [I1 [] /api/oauth/wechat/bind
e (1111 [IT]

e [I17] LLTTTTTITTTTTTTd

const response = await fetch( /api/oauth/wechat/bind?code=${wechat verification code} ", {
method: 'GET',

headers: {



"Content-Type': 'application/json'
}
1)

const data = await response.json();

"success": true,

"message": "000000000"

"success": false,

"message": "[000000000COOO0"

?77?7

e [1111 (LTI

e HTTP [[] [0 GET

e [T1 [ /api/oauth/email/bind
e (1111 [LT]

e [I1T] LTTTTTIITITTTII

const response = await
fetch(' /api/oauth/email/bind?email=${email}&code=${email verification code}", {
method: 'GET',
headers: {
‘Content-Type': 'application/json'
}
3

const data = await response.json();



{
"success": true,
"message": "[00000000"
}
P 277?7°77°77°77
{
"success": false,
"message": "[0000000000O"
}
? 27?77?77

e email 11117 : [T
e code [T1TT] : [T

Telegram ??

e [T111 0 Telegram [T]
e HTTP [[J [ GET

e [T1 [] /api/oauth/telegram/login
(111 [0
e [I11] (101  Telegram Widget [TTT1T]

const params = {
id: telegram user id,
first name: "John",
last name: "Doe",
username: "johndoe",
photo url: "https://...",
auth date: 1640995200,
hash: "telegram hash"
b
const query = new URLSearchParams(params).toString();
const response = await fetch('/api/oauth/telegram/login?${query}", {
method: 'GET'
3



const data = await response.json();

"success": true,

"message”: IIDDDD”;

"data": {
"token": "user access_ token",
"user": {
"id": 1,
"username": "telegram user",

"telegram id": "123456789"

}
}
}
? P07?°°077?7
{
"success": false,
"message": "TelegramjooQn"
}
? 7?7?77
e id [T11T] : Telegram [I] ID

first_name [T117] 10
last_name [IT1T] : [T
username [[]]T] : Telegram [I1T1T]
photo_url [TT1T] :[I1 URLIT]
auth_date [TT] : [IT1T1d

hash [I11T] : Telegram (1111

Telegram ?7?7??

e (1111 (] Telegram [I1TJ
e HTTP [I] [ GET

e [T [ /api/oauth/telegram/bind
e [I11] (1]
e 1111 M Telegram I



// O0TelegramLoginButtonJJ000000

// 00000TelegramOgQ0

const response = await fetch('/api/oauth/telegram/bind"', {
method: 'GET',
params: telegram_auth params

});

const data = await response.json();

"success": true,

"message": "TelegramJOOoooo"

"success": false,

"message": "[TelegramJOJggg"

e 11T Telegram [TIT1T]

27?7 state?? CSRF?

e (11T [TT1 state
e HTTP [I] [] GET

e [I[1 [0 /api/oauth/state
e [I111 (1]
e I OIIMO state [TTI] =~ OAuth[IT1 ~ CSRF 1]

let path = '/api/oauth/state’;
let affCode = localStorage.getItem('aff');
if (affCode && affCode.length > 0) {
path += “?aff=${affCode} ;
}

const response = await fetch(path, {



method: 'GET',
headers: {
"Content-Type': 'application/json'
}
3

const data = await response.json();

? 07?7?0777
{
"success": true,
Ilmessagell: IIII’
"data": "random state string 12chars"
}
? P07?°77?7?
{
"success": false,
"message": "[statedd"
}
? P77?7°7°

o aff [TT1T] t (T
e data 11111 : I state [TIT11T7
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